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Executive Summary

Artificial intelligence (Al) is already reshaping how people in Ontario access services, communicate
online, and participate in the digital economy. While Al can offer real benefits, such as improved
accessibility tools, language translation, and fraud detection, due to the diverse and complex user
spectrum in the Al ecosystem, these benefits often bypass the people who need them most. Through its
work on digital literacy, online safety, and internet governance, ISOC Ontario observes that seniors are
disproportionately exposed to Al-enabled harms, particularly sophisticated scams, platform
manipulation, and exclusion from essential services as systems become more automated.

This submission highlights that legitimate Al governance in Canada must begin with those already facing
the greatest risks. Effective governance cannot depend only on innovation narratives or voluntary
safeguards. It must include enforceable obligations on both Governments and platforms, grounded in
human rights, accessibility, accountability, and trust. Al deployment should be treated as a social and
political choice rather than be accepted as an inevitable economic desire.

ISOC Ontario recommends concrete regulatory mechanisms, including mandatory impact assessments,
independent audits, transparency requirements, and meaningful redress to ensure Al systems enhance
public wellbeing without deepening inequality or undermining democratic values.

Why Al governance matters for Seniors in Ontario

Al systems increasingly mediate everyday interactions, such as customer service calls, online advertising,
financial services, public information, and access to Government programs. Many Seniors come across
these systems/tools/initiatives without clear explanation, consent, or alternatives. While some Al-
enabled tools can support independence, such as voice assistants or accessibility features, a risk of
enhanced vulnerabilities have also surfaced due to the largely unregulated but fast-paced integration of
Al in daily lives.

ISOC Ontario consistently collaborates with Seniors. Many seniors, as newer participants in the digital
world, may understandably place deep trust in Al tools that appear knowledgeable and authoritative,
making it critical to require clear disclosure, safeguards, and limits on high-risk advisory uses to prevent
manipulation and serious negative impact. They rely on digital systems they did not choose voluntarily,
and do not fully understand. Habitual trust in institutions, limited digital confidence, and assumptions of
legitimacy are routinely exploited which put the Seniors in harm’s way quite frequently. For example,
individuals may assume that an unexpected phone call with someone claiming from their bank is genuine
simply because they are accustomed to trusting familiar institutions. As Al systems are becoming more
sophisticated, faster, and more personalized, the margin for error narrows down even more.
Governance frameworks often assume a high level of digital literacy or constant vigilance from users.
This shifts responsibility onto individuals rather than the institutions deploying the technology, and
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ignores the varied level of awareness, capabilities, and level of confidence in users who are interacting
with Al systems/tools at different levels. We also want to underscore the importance of considering
intersectionality within vulnerable communities; seniors or newcomers who are facing language barriers or
who have disabilities may be disproportionately affected by these challenges.

Al governance must therefore be evaluated not only on technical performance or economic impact, but
on how it reshapes risk for those least equipped and more prone to absorb harm. Evaluating Al only on
efficiency, productivity and market competitiveness overlooks how harms are often unevenly distributed.

Observed harms and systemic gaps

Through community engagement and digital-literacy initiatives, ISOC Ontario observes several recurring
patterns affecting seniors in Ontario:

Al-enabled scams as a primary harm:

Seniors are increasingly targeted by scams that use Al-generated voice cloning, impersonation of trusted
institutions, and highly personalized messaging. These scams are difficult to distinguish from legitimate
communications and often exploit urgency, authority, or fear. The sophistication of these tools
significantly decreases the effectiveness of traditional flags seniors have historically relied on to identify
fraudulent activities.

Platform opacity and dark patterns:

Online platforms largely do not distinguish between authentic content, paid advertising, automated
responses, and synthetic media, and for Seniors it is even difficult to recognize different features which
might give this information when you are visiting a platform. Seniors report difficulty identifying
legitimate customer support, official notices, or trustworthy information. Al-driven recommendation
and advertising systems could expose vulnerable users to fraudulent or misleading content if there is no
effective intervention to support the community.

Surveillance and data misuse:

The collection and analysis of personal and behavioral data enable more precise targeting of individuals
perceived as vulnerable. Seniors are rarely informed about how their data is used to profile or target
them, and they also have limited awareness of data practices and complex privacy policies making it
difficult for them to understand how their information is collected and used.

Access and exclusion:

As essential services move toward Al-mediated interfaces, in general, Seniors with lower digital literacy,
greater social isolation and who cannot easily navigate digital systems, face significant barriers. When
human support is unavailable or withheld in favor of cost-saving measures by businesses, seniors are often
left in confusing, inaccessible, or error-prone situations increasing the risk of harm for them. Without a
trusted circle of proactive support to help seniors stay informed makes them easy targets, and the extremely
low rate of reporting (alarming 5 to 8% ever report these crimes) demonstrates a profound systemic failure
of existing redress and reporting mechanisms to be accessible and trustworthy.
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What Responsible Al governance must include

ISOC Ontario supports an approach to Al governance that treats human rights, accessibility, and public
accountability as foundational. This centers around human rights, transparency and human oversight
ensuring that Al systems serve people rather than shift risks into vulnerable users. This approach aligns
with modern human rights-based governance thinking.

Responsible Al governance must recognize that:

e |nappropriate Al usage may pose unacceptable risks to dignity, fairness, or safety of vulnerable
groups, and should be governed, prohibited and restrained.

e Transparency and full disclosure of the use of Al bots is essential to gain public trust. Users must
have access to information when Al is used, for what purpose, and with what consequences.

e Human oversight and recourse are essential for safe use of Al systems/tools. Individuals should
have access to human review and meaningful appeal when Al systems affect their rights or
access to services.

e Safeguards should not assume high digital literacy, constant vigilance, or the ability to self-
advocate from users rather take the diversity of user spectrum into consideration.

® An option to opt out of a discussion with an Al bot to speak to a human service agent is critical
to empower vulnerable communities, such as Seniors.

Recommendations

To address these concerns, ISOC Ontario is recommending the following measures:

1.

Mandatory Al impact assessments for high-risk systems: Governments should require Al impact
assessments before deploying or authorizing Al systems that affect access to essential services,
financial decisions, or personal data. These assessments should explicitly evaluate risks to
seniors and other vulnerable populations and be subject to public reporting.

Robust redress and appeal mechanisms: Individuals affected by Al-driven decisions or harms
must have access to timely, accessible, and human-led complaint and appeal processes. A clear
mechanism of self-reporting to an independent agency on the evidence of harmful Al
interaction should be set up with human alternatives.

Mandate non-digital access options: Non-digital alternatives, such as staffed phone lines and
paper-based forms should be mandatory to ensure equitable access for individuals who cannot
rely on digital platforms. For many, these options are not conveniences but essential pathways
to safely and independently access services.

Independent audits and ongoing oversight: High-risk Al systems, including those used by large
platforms and in public services, should be subject to regular independent audits.
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5. Clear transparency requirements: Platforms should be required to clearly label Al-generated
content, particularly in advertising, political messaging, and financial communications.

6. Platform responsibility for scam prevention and response: Platforms and intermediaries should
be obligated to proactively detect, limit, and rapidly respond to Al-enabled scams.

7. Support for community-based digital and Al literacy: Set up of ‘Community digital safety fund’
that would provide public funding to trusted community organizations to deliver digital-literacy
and online-safety programs for Seniors and other vulnerable groups.

Al governance in Canada will only be credible if it is built around the lived experience of those most
affected. Trust, safety, and inclusion must be treated as prerequisites for innovation.

From ISOC Ontario’s perspective, seniors are already navigating an online environment where Al-
enabled systems increase exposure to harm while reducing clarity and choice. Strong, enforceable
guardrails applied to both Governments and platforms are necessary to ensure that Al serves the public
interest rather than undermining it.
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